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Evolution of Tactical System Computing

TRANSITION TO COMMERCIAL OFF THE SHELF

YK-43B

AXP1440-C06

i
.
(il “(\,F . e "“.‘K"'. e

MVME2604

MIGRATION TO
NETWORK
CENTRIC
COMPUTING

MIGRATION
TO VMEBUS




Jlﬁlsl:'l'l“

ErRMBEDDEDOD TECDHIM I E S

Sharing Tactical Data
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Encrypted Tactical Data

Mesh Connectivity,
Improved
Interoperability and
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Ship Based Tactical Data

UNENCRYPTED DATA
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Encrypting Shipboard Tactical Data
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Encryption Algorithm Methods

SAMPLE ENCRYPTION AND DECRYPTION PROCESS

. PP Private  Public
Plain Text Algorithm Cipher Text

Decryption @ """
Cipher Text Algarithm Plain Text

Block Stream
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Encryption Algorithm Methods

SAMPLE ENCRYPTION AND DECRYPTION PROCESS

Encryption & p ...... @ ......
Plain Text Algorithm Cipher Text
Decryption @ ------ :

Algorithm Plain Text AES -2 56
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Approaches to Encrypting Tactical Data
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Xeon® Sca

Symmetric cryptography functions

Intel® Quick Assist Technology

— Cipher operations (AES, DES, 3DES, ARC4)

—  Wireless (Kasumi, Snow 3G)

— Hash/authenticate operations (SHA-1, MD5; SHA-2 [SHA-224, SHA-256,

SHA-384, SHA-512])

— Authentication (HMAC, AES-XCBC, AES-CCM); AES-XTS (8925, 8950

and 8955 only)
— Random number generation.

Public Key functions
— RSA operation
— Diffie-Hellman operation

— Digital signature standard operation

— Key derivation operation

—  Elliptic curve cryptography (ECDSA and ECDH)

— Random number generation
— Prime number testing

Compression/decompression
— DEFLATE (Lempel-Ziv 77)
— LZS (Lempel-Ziv-Stac)

Generation
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ATCA-7540 with QAT
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External Secure Gateway
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RDIMMs

Processor — CPUO
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Front Bezel

RDIMMs

Processor — CPUO
(codename: Skylake)

RDIMMs
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Completely Secure System
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Data Size Protocol OpenSSL Test QAT Software/CPU Magnitude
Improvement
Async Software/CPU
Sign/s RSA2048 20707 1485 13.9 f? ?
Verify/s RSA2048 160306 52914 3.0 l l y O e r
[ ]
Average 8.5
Improvement
Data Size Protocol OpenSSL Test QAT Software/CPU Magnitude
Improvement
160 bits ecdh (secp160rl) 42773 4529.3 9.4
192 bits ecdh (nistp192) 37878 3842.6 9.9
224 bits ecdh (nistp224) 31580.2 2650.6 11.9

256 bits ecdh (nistp256) 30075.1 18459.3 1.6

ist In ent ov

384 DITS ecan (Drainpoolir3s4ri) 1o51b.2 1UUL./ 16.5

384 bits ecdh (brainpoolP384t1) 16570.5 1016.2 16.3

512 bits ecdh (brainpoolP512r1) 12863.3 685.1 18.8

512 bits ecdh (brainpoolP512t1) 12823.4 666.8 19.2

253 bits ecdh (X25519) 24414.7 26265.4 0.9

448 bits ecdh (X448) 1681.4 1678.1 1.0
Average

12.27482669
Improvement

Artesyn Confidential 15
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